This Competency Assessment assesses the following learning outcome(s):
IT286-5: Explore social engineering, security administration, disaster recovery and incident response
GEL-8.03: Apply Critical thinking to formulate a logical solution to a problem.
Security Awareness and Enforcement
Purpose
We often think of digital attacks as being sophisticated and bleeding edge. While this holds true for some attacks, social engineering is a low-tech attack that has incredible results.

Part 2:
Respond to the scenario below in a paper using correct APA formatting. Double space your work. Use Times New Roman 12 point font. You must include both a separate title and reference page.
You are being graded on your ability to formulate a logical solution to the problem. You should focus on critical thinking skills, ability to analyze the problem and come up with a solution to the problem described below.
You are working as an IT security professional for an organization (called Web Site 101) that has 300 employees, one large corporate office with three floors. Your organization is a website development company with gross revenue of two million dollars per year.
Recently security problems have become a hot topic with management and you have been asked by the CISO (chief information security officer) to write a security recommendation paper for your organization. Security problems include:
· Data loss due to employee negligence
· Physical break ins
· Employees complain they do not understand what is expected of them from a security standpoint
· The network administrators complain the company allows free access to anything on the network for anyone who asks
· Web Site 101 home Web page was recently hacked
You are to write a paper that identifies the security issues the firm is facing and make recommendations to help correct the security issues at Web Site 101. The paper should cover access control methods (includes at least 2 access control methods to data), physical access controls (includes at least 2 physical access control mechanisms), risk assessment, environmental controls, and other items you feel important to ensure future information security at Web Site 101.


Minimum Submission Requirements
 
Part 2:
· All parts of the Assessment must be completed.
· This Assessment should be a minimum 2-page Microsoft® Word® document, in addition to the title and reference pages.
· Respond to the questions in a thorough manner, providing specific examples of concepts, topics, definitions, and other elements asked for in the questions. Your paper should be highly organized, logical, and focused.
· Your paper must be written in Standard English and demonstrate exceptional content, organization, style, and grammar and mechanics.
· Your paper should provide a clearly established and sustained viewpoint and purpose.
· Your writing should be well ordered, logical and unified, as well as original and insightful.
· A separate page at the end of your research paper should contain a list of references, in APA format. Use your textbook, the Library, and the internet for research.
· Be sure to cite both in-text and reference list citations were appropriate and reference all sources. Your sources and content should follow proper APA citation style. (It should include a cover sheet, paper is double spaced, in Times New Roman 12-point font, correct citations, Standard English with no spelling or punctuation errors, and correct references at the bottom of the last page.)
If work submitted for this competency Assessment does not meet the minimum submission requirements, it will be returned without being scored.

Plagiarism

Plagiarism is an act of academic dishonesty. It violates the University Honor Code, and the offense is subject to disciplinary action. You are expected to be the sole author of your work. Use of another person's work or ideas must be accompanied by specific citations and references. Whether the action is intentional or not, it still constitutes plagiarism.

