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[bookmark: _Toc523308786]Executive summary
SNHUEnergy stands out as a mid-sized firm that deals with tasks such as oil exploration. The firm operates from Dallas and also in Memphis. The firm works with a total of 120 employees. This number will rise by a figure of 50% in the next one year. Currently, the firm operates under a simple network architecture that serves all the various corporate floors that house different departments. Some of these departments include the IT, Accounting and also but not limited to the HR. The firm also intends to expand its operations by targeting areas such as Houston and even Kansas City. However, the current architecture cannot help the company to achieve its growth and expansion goals. As a recommendation, the firm should seek to assess the effectiveness of the contemporary architecture comprised of the various network devices and the entire set up to identify the possible areas of improvement to meet the demands of the future. Some of the critical factors to consider when designing the proposed future architecture may include aspects such as the issues of performance, reliability, resilience and also but not limited to scalability. This paper recommends the adoption of a future architecture defined by a WAN layout which will connect the various locations such as Memphis, Dallas, Kansas City and also Houston.
Further, to ensure that the future architecture performs as expected, installing Software as a Service (SaaS) would help the firm to guarantee the concept of expansion (Seethamrju, 2015). Introducing SaaS would help to assure issues such as the creation of a hybrid network which supports development in the future. The first section highlights the current network architecture while the second one addresses the proposed future layout while the last bit looks at the concept of planning and security.
[bookmark: _Toc523308787]Introduction
Every company today seeks to implement the right network architectures which in the long run help them to achieve their dream goals of improved performance. However, some firms ultimately fail to leverage the available technologies to shape their workplaces to meet the growing demands of their customers and also to satisfy the goals of information security. An ideal architecture seeks to help the underlying company to boost its operations, efficiency and also reliability while at the same time promoting information security. This paper looks at the case of SNHUEnergy, an oil exploration company that seeks to improve its current network architecture to meet its future expansion programs. The final architecture must consider the growth aspect of the company in addition to offering the required services. 
[bookmark: _Toc523308788]Current network architecture
Network applications refer to those components which help the various users to access the underlying resources within a given firm. A large number of these applications run under the client-server network model which makes it easy to provide the required services as requested by the user. The current architecture consists of both pure and standalone network applications. The simple network applications consist of those tools that run on the network. An excellent example of this application includes email clients such as outlook, instant messengers and also but not limited to telnet. The current architecture as seen in the Dallas office runs four applications. These network applications include the payroll, Human resource, email and also accounting. These applications help the firm to deliver the core functionalities such as emailing and even accounting among others.  
[bookmark: _Toc523308789]The OSI Model
The OSI model consists of 7 network layers that help the company to function and deliver the various services that it performs. The OSI model houses multiple network devices which may operate at different levels of the entire architecture. Some of these devices include servers among others. A server refers to computer hardware or software that offers dedicated services to the other users within a given network (Silberschartz& Gagne, 2014). The server provides services and products to the company based on some of the critical applications of the firm. These applications include accounting, billing, and operations and also email. The servers stand out as seven layered devices that provide services to the other computers. Some of the types of servers that the company uses include proxy, virtual and also but not limited to application ones. 
Workstations also operate using the seven layers of the OSI model. The company in Dallas and Memphis use many workstations that help the users to access the internet as well as the other corporate network resources. The workstations help the firm to locate the resources within the network thereby acting as the clients. Dallas operates with two central switches while Memphis works with one. A switch refers to a layer two device according to the OSI model that directs the incoming traffic from various channels to the given location depending on the associated address. A switch uses the MAC otherwise known as the Media Access Control address to identify the ultimate destination of the targeted machine. This identification happens in a LAN architecture. However, in a big network, the switch uses IP addresses to determine the destiny of the underlying packets. The firm will use switches in the various locations such as Memphis to direct the packets to the respective destination.
Additionally, the routers which reside on layer 3 of the OSI model help to connect two or more networks using routing tables and also technologies such as ICMP. Both Memphis and Dallas will use routers to facilitate their communication processes and tasks. Finally, the firewall resides at layer 4 of the OSI model and offers services such as controlling and monitoring both the external as well as the internal traffic within the given network. The primary role of the firewall in the corporate network includes offering sufficient protection to the domestic assets such as data and also prevents the occurrence of attacks such as DOS among others. 
[bookmark: _Toc523308790]Physical devices
Primarily, physical devices play a critical role in fostering the communication among the various places. Like mentioned above, these physical devices help to create a platform for operations which facilitate the exchange of data from one point to the other. The SNHUEnergy network operates under various physical methods such as switches, routers, firewall, wireless access points and also servers among others. The firewall offers protection to both the external as well as the internal network components against the various attacks that may arise (Mohassel et al., 2014). A wireless access point allows the company to communicate over Wi-Fi. A switch refers to a device that facilitates the communication of the other components by directing the traffic of each source to the target destination. A router uses routing tables to address the packets from a reference to the goal.
[bookmark: _Toc523308791]Critical traffic patterns
Typically, the information flowing in the corporate network includes database requests and also the data frames. Based on the given information on the diagram, one can conclude and see structure 2283 on the system. This structure means that the network transmits about 216 bytes every second through the various protocols such as TCP/IP. Additionally, the UDP protocol shows a destination of 65534 and a source of 52220. It then follows that the entire network transmits data through the RTP, SSH and also the TCP.
Additionally, the packet capture provided by the Wireshark network analyzer can translate to meaningful conclusions. The information shows that the company`s VOIP services transmit and obtains information using the RTP protocol. This conclusion comes from the fact that the RTP protocol primarily deals with the transmission of both the audio and visual data (Westerlund& Wenger, 2015). Finally, the data captured by Wireshark shows the communication in the network using MYSQL application as seen in the request and response exhibited. For example, the answer 79 came from system 89. 
[bookmark: _Toc523308792]Patterns in the architecture
In the analysis of the network traffic patterns within the architecture, one must understand the primary source, destination and also the other components which the data passes through. For example, the TCP/IP protocol facilitates the transfer of email services from the workstations to the servers using other concepts such as MYSQL. The network devices in the company generate all the required data. For example, the devices such as servers operate and support applications which include payroll and also email among others which consume a relatively lower bandwidth as compared to video conferencing gadgets. Network administrators must understand the traffic pattern of the various devices to detect any anomalies that may affect the overall performance of the architecture. 
[bookmark: _Toc523308793]Performance issues
High network performance and availability are essential to the operations of the organization. One of the potential issues is the network performance slowdown. Essentially, the network works to ensure that there is a successful transmission of data. As such, failure to make the necessary changes to support the organization will result in increased network traffic. The slow transmission of packets between the packets contributes to congestion hence leading to the poor performance of the network. In some cases, the increased intensity of the congestion can result in a complete shutdown of the network. 
The network slowdown or shutdown will affect the communication between the users in the organization’s officers. Ideally, the various departments such as human resource, Information Technology, and Accounting often engage in communication to ensure that internal business operations can run efficiently. The network slowdown will undermine the successful communication among these departments. As such, it will result in project delays, undermined collaboration among the employees, and negative conflicts. Such issues will contribute to an increase in costs and the ultimate reduction of performance of the company in the market.
The network may suffer from multiple challenges in the course of operation. For instance, faulty hardware or misconfiguration may contribute towards the aspects of performance of the system. High CPU utilization may arise as a result of the increased level of traffic within the network. A sudden rise in the amount of traffic in a network can overwork the various components such as the routers and switches. Overdoing these core components may result in the reduced performance of the entire system. Misconfigurations may lead to the overloading of the corporate LAN. Multicast traffic can overload the corporate VLAN making it hard to achieve the desired rates of data transmission in the network (Akyildz et al., 2014). Another issue that may affect the performance of a system includes the problem of loss of packets. When various network gadgets such as routers respond slowly, it may lead to the loss of packets. Sometimes, slow responding routers can force the network to retransmit the packets which in the long run leads to a slow connection altogether.
Additionally, issues such as the failure of some links may affect the performance of a network in a negative way. Link failure usually happens in case the system exhibits loss of packets for a continued duration traditionally measured in seconds. Link failure may affect the transmission of data altogether leading to slow and also poorly performing network architecture. While focusing the underlying network connection, the companies will highly likely face challenges such as an overload of the various resources affecting the network negatively. The outcome may include degrading the entire system which in the long run can affect its performance in regards to the loss of packets.  
[bookmark: _Toc523308794]Current network security issues
Every network may suffer from various security threats that in the end may affect their overall performance and service delivery processes. Many companies today invest heavily in the different security mechanisms and solutions that can, in the end, help to keep attackers out of the corporate systems. Multiple factors may present a threat to the network which in the end undermines the security of such components. Other than the traditional denial of service threats, systems today face common threats that endanger the safety of corporate data. For example, application layer attacks do not necessarily target the physical devices as seen in the past. As opposed such attacks revolve around the creation of faults within the operating systems of the affected devices which in the long run facilitates the development of a favorable platform for the attackers to execute their tasks. Secondly, the password attacks usually arise as a result of eavesdropping through the network. Attackers understand that some components pass the case credentials without encrypting them first. Once such data falls into the hands of attackers, they may result in massive data loss and compromise of the entire network. The primary reason that can contribute to the occurrence of such issues may include the inability of the firm to authenticate every new user within the system. In case the company fails to implement such measures, it will undoubtedly suffer from the resulting attacks.
Security is an essential concept in any network design. When planning, designing and operating a network, it is important to understand the importance of developing a proper security framework. The advancements of a network have been accompanied by significant security threats affecting the level of efficiency and effectiveness. Every organization is required to establish a foundation that ensures maximum utilization of network security measures. The following are the potential security issues that may arise if no changes are made to support the organization’s expansion;
i. Trojan Horses - Trojan is a major security threat that can result in the performance issues in the company. Ideally, users can infect their computers with Trojan horse software by downloading the application they thought was legitimate (Sabahi, 2011). As such, the Trojan horse can cause serious damage distorting the files or information on the organization’s system. 
ii. Denial of services attacks (DoS)-  DoS is an attack that is meant to undermine the availability of the network. Ideally, DoS shuts down the network hence making it inaccessible for the users in the organization (Zhang, 2015). For example, these attacks will affect the legitimate users in the Human resources, IT and the Accounting department in SNHUEnergy. 
iii. Sniffing- Packet sniffers are often used by computer network administrators to monitor the networks. These tools can, however, be used by the unauthorized users to gain access to the protected networks.
iv. Password attacks- Password attack is another classic way that is used by authorized access to a network system. The failure to develop a proper authentication framework for the network can result in the information theft.
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[bookmark: _Toc523308796]Future network architecture
[bookmark: _Toc523308797]Communication needs
The company requires implementing a mechanism for transmitting data amongst the various locations. For instance, the company expects a useful and reliable transmission line that connects all the places that it operates under currently and also in the future. The firm will also need a valid and reliable set of mechanisms that provide the required security to the corporate assets. Further, the company will need to implement tools that will help to guarantee optimal network performance in the future even after expansion. Finally, the company will need to perform a Wide Area Network combined with SSL which will help the various locations to communicate with each other securely and reliably. 
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